AGENDA ITEM # JUNE 18, 2024

ALAMEDA COUNTY
INFORMATION TECHNOLOGY DEPARTMENT

1106 MADISON STREET, OAKLAND, CA 94607 - (510) 481-3700 - FAX (510) 272-3608 TIM DUPUIS

CHIEF INFORMATION OFFICER

May 20, 2024

Honorable Board of Supervisors
County of Alameda

1221 Oak Street, Suite 536
Oakland, California 94612-4305

SUBJECT: APPROVAL OF MEMORANDUM OF UNDERSTANDING WITH SONOMA
COUNTY FOR RECIPROCAL USE OF DATA CENTER FLOOR SPACE FOR THE
PERIOD OF MAY 31, 2024 TO MAY 30, 2025

Dear Board Members:

RECOMMENDATION:

Authorize the President of the Board of Supervisors to sign the attached Second Amendment to
Memorandum of Understanding between the County of Alameda and the County of Sonoma for
reciprocal use of Data Center floor space, extending the period from 5/31/18 — 5/30/24 by one year to
5/30/25.

DISCUSSION/SUMMARY: :

On May 8, 2018 your Board approved a five year Memorandum of Understanding (MOU), with the
option for subsequent annual renewals by mutual agreement, between the County of Alameda and the
County of Sonoma for reciprocal use of their respective Data Center’s floor space to store back-up
computer equipment at their sites and keep available for use after a natural disaster, terrorist act, or
extended business interruption which might impact the Northern California Bay Area region. This
represents a key element of each county’s disaster recovery strategy to restore critical computer systems
needed by agencies to conduct government business.

Disaster recovery technologies owned by each county will be installed at the other county’s data center,
preloaded with software and left in a state of readiness in which critical county applications and data
can be quickly restored during a disaster.

The action before your Board is to authorize the President of the Board to sign the First Amendment
to the MOU, extending the agreement by one year to 5/30/25.



Honorable Board of Supervisors
June 18, 2024
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FINANCING:

There is no county cost and no additional appropriation is required.

Sincerely,
DocuSigned by:

[/W D
C504117C2A294A7 .

Tim Dupuis

CIO

cc: Board of Supervisors, Sonoma



SECOND AMENDMENT
TO
PROFESSIONAL SERVICES AGREEMENT

This Second Amendment ("Amendment"), dated as of June 3, 2024, is by and between
the County of Sonoma, a political subdivision of the State of California, and the County of
Alameda, a political subdivision of the State of California (hereinafter referred to collectively as
“Sonoma and Alameda,” “the Counties,” or “the parties”).

RECITALS

WHEREAS, the parties entered into that certain Agreement (“MOU”), dated May 31,
2018, for reciprocal use of their respective Data Center’s floor space for purposes of disaster and

business recovery; and

WHEREAS, the parties desire to amend the MOU to provide additional services,

NOW, THEREFORE, for good and valuable consideration, the receipt and sufficiency of
which are hereby acknowledged, the parties hereto agree as follows:

AGREEMENT

1. Per the current MOU between the parties, the details of the paragraph indicating
Terms shall be amended to read as follows:

Terms -

e The cost of this reciprocal use agreement between Sonoma and Alameda Counties
shall be zero.

e The current term of this MOU is five years, commencing on the date of execution of
the MOU.

The respective Chief Information Officer/Department Head and/or their designees can
mutually agree to extend the term of this MOU for additional one-year periods on the
same terms and conditions provided that each Chief Information Officer/Department
Head and/or their designees receives authority from his or her respective Board of

Supervisor to agree to said extension.

Second Amendment
Pursuant to this Second Amendment to the MOU, the term shall be extended through

May 30, 2025. For Sonoma, this will exercise the second of 5 one-year extensions
allowed by the Sonoma County Board of Supervisors® approval dated May 22, 2018. 3

extensions will remain.

2. Except to the extent the MOU is specifically amended or supplemented hereby, the
MOU, together with exhibits is, and shall continue to be, in full force and effect as originally
executed, and nothing contained herein shall, or shall be construed to modify, invalidate or
otherwise affect any provision of the MOU or any right of County arising thereunder.

i Original Version- July 19, 2017



3. This Amendment shall be governed by and construed under the internal laws of the
state of California, and any action to enforce the terms of this Amendment or for the breach

thereof shall be brought and tried in the County of Sonoma.

IN WITNESS WHEREOF, the parties hereto have executed this Amendment as of the effective
date.

2 Original Version- July 19, 2017



COUNTY OF ALAMEDA: COUNTY OF SONOMA:

V( ﬁ M CERTIFICATES OF INSURANCE ON
FILE WITH AND APPROVED AS TO

SUBSTANCE FOR COUNTY:
Name: NATE M“.EY
PRESIDENT OF THE BOARD orgumvnsoas pe
Tlﬂe OFMEDA OOUNTY. CALIFORN“ By Dan Fruchey {Jun 4,2024 11:39 PDT)
Department Head or Designee
Date: C[J / %/ 2024’
== Date: JUN 4, 2024
APPROVED AS TO FORM, DONNA
ZIEGLER, COUNTY COUNSEL FOR APPROVED AS TO FORM FOR
THE COUNTY OF ALAMEDA COUNTY:
By: /___ /&‘ By: Tam-:: grms (Jun 4, 2024 08:51 PDT)
Senior Dey‘(y County Counsel County Counsel
Do, JUN 4,2024
By: pan F‘r.-uc‘r:e‘-y-(Jun 4,2024 11:39 PDT)
Director
Information Systems Department
Date: Jun4,2024
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Memorandum of Understanding
Reciprocal Use of Data Center Floor
Space
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MOU for Data Center Floor
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MOU for Data Center Floor

OVERVIEW AND FINDINGS

This Memorandum of Understanding ("MOU") for reciprocal use of Data Center floor space between the

"n

counties of Sonoma and Alameda (referred to collectively as "Sonoma and Alameda," "the Counties," or "the

parties") and individually as "the County" creates a reciprocal license as set forth below.

The Counties intend to use data center floor space from each other inorder to store back-up computer
equipment at their site and keep it available for use after a natural disaster, terrorist act or extended
business interruption that might impact the Northern California Bay Area region. This represents a key
element of each County's Disaster Recovery strategy to restore critical computer systems needed by

agencies toconduct government business.

Backup computer equipment owned by each County will be installed at the other County's data center,
preloaded with software, and left in a state of readiness in which critical County applications and data can

be quickly restored during a disaster.

Each County has space available within its data center to accommodate back-up equipment and each has
offered to provide the needed space under the terms and conditions in this MOU. Each County has the
additional benefit of mileage separation from each other which mitigates the risk associated with alocal

disaster, but each County is still close enough for IT staff to travel in a timely and cost effective manner.

This MOU establishes the parameters in which both Counties will acquire data center floor space from each
other. This MOU acknowledges each County's cost for power, air-conditioning and facilities maintenance

associated with equipment within the data center.

It is acknowledged that Sonoma and Alameda, in order to implement their own disaster recovery
strategies, are interested in renewing a reciprocal agreement with each other to trade data center floor

space which will help offset the cost of leasing an outside vendor's data center space.

Each County finds that this MOU is inthe public interest and that the issuing County's grant of the license
contemplated in this MOU to the other County will not substantially conflict or interfere with the issuing

County's use of the property.



MOU for Data Center Floor

PREMISES

Sonoma County wishes to occupy approximately seventy two square feet (72 sq. ft.) in Alameda's Data
Center located at 1221 Oak Street, Oakland, California 94612. Alameda County wishes to occupy
approximately seventy-two square feet (72 sq. ft.) in Sonoma's Data Center located at 2615 Paulin Drive,
Santa Rosa, California 95403. Seventy two square feet represents approximately one full row (nine racks of
equipment). Both Counties will exchange a drawing mapping their respective Data Centers and the
location where the other County's disaster recovery equipment will be located. The Counties anticipate

that this MOU may be amended to encompass additional data center space as needs may require.
USE

- Sonoma and Alameda’s use of the premises shall be limited to installation, operation, and
maintenance of data and network equipment. Alameda and Sonoma agree not to use the
premises for any other purpose nor to engage in or permit any other activity within or from the

premises.

= Sonoma and Alameda will have access to, and non-exclusive use of common areas such as

walkways, lunchrooms, break rooms, loading facilities and lobby.

= Sonoma and Alameda recognize that both data centers are secure facilities and access to the
premises is possible via security badge only. Sonoma and Alameda will issue to identified County
staff necessary security badges and retains the right to limit the number of security badges issued.
Individuals must meet the security requirements of the respective County to obtain a security
badge. These requisites shall include a security background check, safety training and knowledge of

related policies and procedures.

= Sonoma and Alameda acknowledge that there are times when systems might be shut down for
routine maintenance or unexpected repairs. Sonoma and Alameda will provide reasonable
written notification should a shutdown become necessary unless an emergency circumstance

prevents such a notification.

= The operation of Disaster Recovery programs will require an unspecified number of telephone,
data and internet lines. Each County shall be responsible for the costs of installation,
maintenance and other costs associated with such items used in the operations of the Disaster

Recovery programs at the other County's sites.
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TERMS
= The cost of this reciprocal use agreement between Sonoma and Alameda Counties shall be zero.

= The term of this MOU is five years, commencing on the date of execution of the MOU.

The respective Chief Information Officer/Department Head and/or their designees can mutually agree to
extend the term of this MOU for additional one year periods on the same terms and conditions provided
that each Chief Information Officer/Department Head and/or their designees receives authority from his

or her respective Board of Supervisor to agree to said extension.

Notification to exercise an extension shall be made in writing at least sixty (60) days prior to the MOU

termination date.

Sonoma and Alameda shall have the option to terminate this MOU at any time during the term by giving the

other party at least ninety {90) days prior written notice.

Should either Sonoma or Alameda incur additional costs for improvements, upgrades, modification,
equipment purchases and or other items as needed or required after the initial build-out the Counties

shall reimburse the other for those costs.

Sonoma and Alameda agree that at termination of the MOU, each County will remove all of its owned
equipment, furniture and other items. The premises shall be left in as good a condition as when first

occupied, reasonable wear and tear excepted.

Sonoma and Alameda shall be responsible for and pay all charges for water, gas, electrical and telephone

services supplied to their own respective premises.

In the event of a County's need to use the reciprocal space after a natural disaster, terrorist act, or
extended business interruption, each County agrees to provide designated office space of no less than 120
square feet configured to allow installation of at least four networked computer workstations, phones and

other services typical of occupied space in the building.

Each County will be allowed no more than five days per twelve calendar months for performing on-site
disaster recovery testing exercises and equipment maintenance. In the event additional days are required

this can be extended based on mutual agreement between both counties.

Sonoma and Alameda agree to give no less than 24 hours emergency activation notice for the need of



MOU for Data Center Floor
office space in the event of a declared emergency; and no less than three days' notice in the event of

scheduled use, such as periodic testing of the reciprocal site. Such notice will include expected length of

the stay on premises.

Each County shall be responsible for its own equipment and its care and maintenance. The host County
shall have no obligation to check on, maintain, or repair the other County's equipment housed on its

property.

MUTUAL INDEMNIFICATION

L] '}
Each party to this MOU shall defend, indemnify, hold harmless, and release the other, its officers, agents,
employees, and volunteers, from and against any and all claims, actions, damages, liabilities or expenses
that may be asserted by any person or entity, including the parties, arising out of or in connection with the

performance of the indemnifying party under this MOU.

INSURANCE

Alameda and Sonoma will maintain status as legally self-insured public entities for general liability.



APPROVALS

The parties have executed this agreement (MOU) on this day and year 3:/3 I!// g

C%ALAMEDA : COUNTY OF SONOMA
SWILMA CHAN BvA/M—Pd %/
PRESIDENT OF THE BOARD OF SUPERYISORS ‘Jéﬂﬂ ”ﬂﬂ:rwv [ ’
OF ALAMEDA COUNTY, CALIFORNIA Do2cTdve Zppoens7s ) ,%5%
APPMe!D AS TO FORM APPROVED AS TO FORM
County Counsel for the County
Of Alameda

a% - By_ 4%__—.

Raymond'Lara
Senior Peputy County Counsel Sonoma County Counsel
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