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County of Alameda, General Services Agency – Procurement
RFP No. 901688, Questions & Answers 

COUNTY OF ALAMEDA

QUESTIONS & ANSWERS
to

RFP No. 901688
for

Next Generation Security Platform
Summary of Q&A Submitted

Networking/Bidders Conference held on October 4, 2018
	This County of Alameda, General Services Agency (GSA), RFP Question and Answer has been electronically issued to potential bidders via e-mail.  E-mail addresses used are those in the County’s Small Local Emerging Business (SLEB) Vendor Database or from other sources.  If you have registered or are certified as a SLEB, please ensure that the complete and accurate e-mail address is noted and kept updated in the SLEB Vendor Database.  This RFP Question and Answer will also be posted on the GSA Contracting Opportunities website located at http://www.acgov.org/gsa/purchasing/bid_content/ContractOpportunities.jsp.


Alameda County is committed to reducing environmental impacts across our entire supply chain. 

If printing this document, please print only what you need, print double-sided, and use recycled-content paper

Q1) Can companies located outside of the United States of America (e.g. India or Canada) bid on this RFP? 
A1) Yes, companies from outside the United States of America can bid on this RFP as long as they meet all the requirements of the RFP. 

Q2) Will the awarded bidder(s) be required to attend meetings in person?  If the County is seeking development, will onsite visits be required during development?
A2) Yes, the awarded bidder(s) will be required to attend meetings in person.  During development, onsite visits will be required.
Q3) Can the contract requirements be performed from outside of the United States of America (e.g. India or Canada)?
A3) No.  The contract requirements may not be performed from outside the United States of America.
Q4) Can bidders submit the proposals via email?
A4) No.  Per page 26 of the RFP, Section T. (SUBMITTAL OF BIDS), Item 1 states:

All bids must be completed and successfully uploaded through Alameda County EZSourcing Supplier Portal BY 2:00 p.m. on the due date specified in the Calendar of Events.  Technical difficulties in downloading/submitting documents through the Alameda County EZSourcing Supplier Portal shall not extend the due date and time.
Q5) What Security Event Information Management (SEIM) System does the solution need to integrate with?
A5) The solution should use open standards remote logging protocols.  Syslog is an example of remote logging.  If retrieval is a need then Secure File Transfer Protocol (SFTP) or Session Control Protocol (SCP) must be supported.  Remote logging must be able to be filtered by severity and classification.
Q6) Which H.323 features does the County require of the firewall?
A6) The firewall needs to be able to provide Network Address Translation (NAT) for H.323 devices, providing dynamic access control based on H.323 control signals.
Q7) How many years should bidders plan for the firewall to be implemented?
A7) Bidders shall plan for 5 years for the firewall to be implemented.
Q8) Is there an incumbent competing on this project?
A8) There are no vendors currently working on directly related projects.  
Q9) Is there an internal team currently working on the development, or is current development being outsourced?
A9) There is no internal team currently working on development, however, the County has a highly skilled internal network team that managed the County’s current devices.
Q10) Can the County clarify if there are any circumstances that will cause the County to:  Cancel the RFP?  Not move forward with the winning bidder?  Lower the budget for the project?  Prolong the evaluation process or reissue the RFP?
A10) Per page 23 of the RFP, Section N. (AWARD), Item 6 states:  

The County has the right to decline to award this contract or any part thereof for any reason.
Q11) Will all 10,000 users Virtual Private Network (VPN) in?  Can the County provide an accurate number of VPN users this solution will apply to?
A11) Potentially all users could VPN in.  There are currently 10,000 potential users that could VPN in.  Currently, the County sees a maximum of around 250 concurrent connections. 
Q12) Can the County clarify the protection requirements for VPN users? 
A12) The basic Network Admission Control (NAC) functionality including VPN client software management, antivirus management, and Operating System (OS) release management.  The unencrypted traffic will be scanned like all other traffic that goes through firewalls.  Use of multifactor must be supported.  The County would like user defined access.
Q13) What is the approximate number of users’ average and high water remote access usage?
A13) The average number of remote users is 100 but can spike up to 500.  For Internet Protocol Security (IPSec) site to site it is 150 Mbps.
Q14) Which types of device does the County want to connect to VPN?

A14) Solution must support VPN fat-client software connectivity, Web-based clientless Secure Sockets Layer (SSL) VPN, and Site-to-Site VPN.  Solution must support NAT-T.  Solution must support open standards protocols and EMM.

Q15) Does this solution require the Contractor(s) to host it?
A15) The Contractor does not require to host the solution, this can be either an on premise, cloud based, or mixed solution. 
Q16) Does the County prefer a custom-made solution (made from scratch) or an “off-the-shelf”/ “out-of-the-box” platform?
A16) The County prefers an Enterprise class solution that is supportable, cost effective, has training programs, and does not require additional customization.
Q17) Will the County accept offshore development services for this project?
A17) No.  The County would not accept offshore development services for this project.  Due to the nature of the project and associated services offshore development or support would not be viable.  This is not software that could be developed offshore and is focused on hardware, implementation, and associated configuration.  We expect that any proposal includes an onsite team for implementation and configuration.
Q18) Is the County open to offloading SSL inspection and web application firewall to a dedicated solution?
A18) The County is open to offloading SSL, but that increases complexity and leaves unencrypted data on two devices which is challenging. 

Q19) Can the County grant access to the source code of the current platform, in order for the bidder(s) to create an RFP response based on improving/updating the current system?
A19) No, the County can’t grant access as it raises a security concern.  The County can provide generic policies in place.  Internet gateway has basic NAT functionality, routing, URL filtering, intrusion prevention, malware inspection and automatic updates for all security features.  The internet gateway is primarily for outbound internet access for County employees.  Internet gateway would need approximately 2,500 lines of access-lists.  Remote access that the County has is approximately 1,100 client install base with software on remote computers.  Remote access has approximately 1,200 lines of access-lists and configurations.  Application/Database has two virtual systems protecting different resources.  There are approximately 200 access-lists on each firewall.
Q20) Can the County provide bidders with the current state diagram, both physical and logical?  Bidders need network diagrams to address some of the deliverables.
A20) Yes.  Please see Exhibit B.
Q21) In reference to a single platform, would it be acceptable if some components such as database activity, security and firewall had its own management console?  Where does that integration need to be, should it be a standard across all specifications?
A21) Yes, all is in a single pane of glass, however, it is acceptable if there are different products and or consoles used to meet some of the requirements.  The County prefers keeping the technology stack limited and standardized as much as possible.
Q22) Is the County willing to accept multiple manufacturers in regards to the solution?
A22) Yes.  The County is willing to accept multiple manufacturers in regards to the solution.
Q23) Does the County know the expected sustained throughput?
A23) The Internet Gateway must sustain 20Gbps traffic with everything turned on including SSL decryption, Remote Access must sustain 7Gbps of IPSec and SSL throughput, and the Application/Database must sustain 10Gbps of throughput.
Q24) Is the County currently performing inbound SSL Decrypt?  If so, on which devices and how much throughput?
A24) Yes, for inbound decryption the County uses F5.  For outbound County has no solution. 
Q25) Page 5 of the RFP, Section E. (REQUIREMENTS), Item 3 states:
Contractor’s new platform shall offer 10G bi-directional throughput with all features enabled.  Additionally, security features such as SSL decryption, application awareness, application visibility, advance malware protection, URL filtering, security intelligence, intrusion detection, intrusion prevention, quality of service, data loss prevention, address translation, and centralized administration will be implemented.  The solution shall allow for additional security zones and or instance capability.  The solution shall support multiple active directory domains or Radius and user aware authentication.  The solution shall be compatible with other security solutions and or security monitoring solutions.  The solution shall have high availability and fault tolerance.  A separate highly available solution with the ability to secure database infrastructures in both physical and virtual forms.

Which specific products is the County referring to when mentioning that the solution shall be compatible with other security solutions and or security monitoring solutions?
A25) The County is referring to all of them.  The County is stating the solution should be open standards, respond to basic Application Program Interfaces (APIs), and communicate using open protocols.
Q26) Page 6 of the RFP, Section E. (REQUIREMENTS), Item 5.h. states:
The Next Generation Firewall shall be able to use all three identification methods in a single policy, to accept or deny traffic, packet shape, QOS, and Policy route traffic.  And shall be able to support firewall features for Session Border Controllers.
Can the County elaborate on this requirement of firewall features for session border controllers?
A26) The intrusion prevention solution should recognize any threats from any Voice over Internet Protocol (VoIP) protocols including Session Initiation Protocol (SIP), while not interfering with the operation of VoIP communications.
Q27) Page 8 of the RFP, Section E. (REQUIREMENTS), Item 5.m.(16) states:

Have a minimum of 20 Gbps of throughput with all features functioning.

Does this also include SSL Decrypt enabled?

A27) Yes.  This includes SSL Decrypt enabled.
Q28) Is there a penalty for forecasted versus actual throughput?

A28) Yes, the County prefers independent verification of actual throughput.
Q29) In regards to reference of the technical specifications being standard, such a voice over Internet Protocol (IP) protocols, is it the County’s intention for these devices to support voice over IP as a gateway or for them to simply not interrupt the usage of the protocols as it relates to your voice?

A29) No does not need to be a gateway, but it must be able to provide dynamic access for VoIP protocols.
Q30) Page 8 of the RFP, Section E. (REQUIREMENTS), Item 5.m.(28) states:
Provide data loss prevention (DLP) functionality.

Is the County intending to extend visibility to on premise enterprise DLP platform or for the functionality to live within its rule sets and its policies?  Is described content matching sufficient or dose there need to be exact data matching capabilities?
A30) For a solution with on-board DLP it would need basic pattern matching through expressions on structured data such as Social Security Numbers, credit card numbers and Personally Identifiable Information.  For structured data it must be able to act if an offense is recognized.  All unstructured data must provide decryption with mirroring, or for off-load SSL mirror-only to third party tool capabilities.

Q31) In regards to wanting to mirror traffic, which is passive monitoring, would the County like International Content Adaptation Protocol (ICAP) capabilities?
A31) The ICAP is not a requirement.  The bidder can offer it as an option.  
Q32) Since DLP is a requirement, is there already a solution in place?  If so, what is it?
A32) No.  It is not in place on Internet Gateway or Remote Access solution. 
Q33) Is it a requirements that DLP is enabled on the firewall?
A33) DLP is not a requirement if mirroring is possible.
Q34) In order to properly scope DLP EDM, bidders need to understand the following: How many data cells does the County want to match attributes on and for how many rows?
A34) With structured data this will not be a factor.  The County is not concerned with IP at this time.
Q35) In regards to DLP capabilities, is this something that will add value to the County or is it a compliance requirement and risk reduction maturity program?

A35) Yes, it is a value add to the County but, with increased regulation these features need to be addressed with this solution.
Q36) Page 9 of the RFP, Section E. (REQUIREMENTS), Item 6 states:
a. The Next Generation Firewall shall:

(1) Support virtual firewalls in all cloud service providers cloud.

(2) Have an integrated management interface to manage virtual firewalls in cloud and on premise physical appliances.

(3) Be able to provide microsegmentation for cloud servers.

b. The software solution must be compatible with Microsoft Hyper-V hypervisor or VMWare.

Is cloud proxy needed for roaming users only?
A36) The cloud solution must be open standards and this virtual solution have the same interface and under centralized management with on-premise solution.  Virtual firewalls must be able to be located in AWS, AZURE, VMWARE, Hyper-V, and Google Cloud. 

Q37) Is cloud firewall needed to tunnel off of edge firewalls for content inspection?

A37) The County does not require the cloud firewall to tunnel off of edge firewalls for content inspection, however, there are many possibilities and the solution should outline what bidders are proposing.
Q38) In regards to key personnel, do bidders need to provide specific project team members or can a general description of engineers and qualification be submitted?  Additionally, can bidders pick local team members that will likely be on the project and can those members changed throughout?

A38) The key personnel that should be listed are those individuals which will be directly involved in providing services to the County as specified under this RFP.  Yes, the bidders can pick a local team members that will likely be on the project.  During the term of the contract, Contractor should inform the County if they intend to change their key personnel.
Q39) Is there a preference for local firms?  If yes, how many additional evaluation points can be received in comparison to USA based firms outside of California?
A39) Yes, there is a 5% preference for bidders that are local to Alameda County.  Per page 18 of the RFP, Section H. EVALUATION CRITERIA/SELECTION COMMITTEE:

	SMALL LOCAL EMERGING BUSINESS PREFERENCE

	
	Local Preference:  Points equaling five percent of bidder’s total score, for the above Evaluation Criteria, will be added.  This will be the bidder’s final score for purposes of award evaluation.
	5%

	
	Small and Local or Emerging and Local Preference:  Points equaling five percent of bidder’s total score, for the above Evaluation Criteria, will be added.  This will be the bidder’s final score for purposes of award evaluation.
	5%


The local preference only applies to the Prime bidder.
Q40) Can the County review the SLEB requirements for this bid?  Can only SLEB businesses bid?
A40) Please see Addendum No.1.  SLEB and non-SLEB businesses may bid as long as they meet the Bidder Minimum Qualifications (Page 5 of the RFP, Section D) and can provide the services listed under Requirements (Page 5 – 12 of the RFP, Section E.).
Q41) Is there an exception to the 10% subcontracting amount?
A41) Please see Addendum No.1.
Q42) In regards to references page 15 of Exhibit A, can bidders coordinate a time for the County to contact the references?
A42) No.  The County will either contact the references via email or via telephone.  The County has the option to conduct the reference check in either method.  It is the bidder’s responsibility to provide accurate contact information for all references and should be current and valid.  
Q43) If the County is willing to accept multiple manufacturers, can the budget detail be amended to reflect this?
A43) The budget detail should be integrated per solution area instead of by manufacturer.
Q44) If bidders choose to submit separate technology/solution options for the County to consider, would bidders need to submit completely separate bid submission or can bidders submit one bid response with two separate options for the full solution?
A44) Per page 26 of the RFP, Section T, (SUBMITTAL OF BIDS), Item 4 states:
Only one bid response will be accepted from any one person, partnership, corporation, or other entity; however, several alternatives may be included in one response.  For purposes of this requirement, “partnership” shall mean, and is limited to, a legal partnership formed under one or more of the provisions of the California or other state’s Corporations Code or an equivalent statute.
If bidders have alternatives to offer the County, bidders must make sure to attach the multiple excel BID FORMS in the EZSourcing Supplier Portal.  The County is not tied to any brand and is interested in seeing what bidders can offer at the best price.

Q45) Is it an option to price this exclusively as a service?
A45) It is possible, however, this would be difficult considering the current infrastructure requirements.
Q46) Is there an approved budget for this contract?  If so, what is the budget?
A46) There is an approved budget, however, the County is looking for solutions that match our requirements and do not want to limit solutions based on pricing.  Pricing will be taken into consideration when selecting and is a key factor.
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